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2. UEJIb JOKYMEHTA

Llenb 4aHHOro JOKYMEHTa — MOAroTOBUTbL UT-0TAen K BHEAPEHUIO CKAHMPYIOLWEN CUCTEMBbI
Phenospex. Cuctema COCTOUT M3 OJHOIO UKW HECKOJIbKMX CKaHEPOB, NOAKJIIOYEHHbIX K
cepBepy, KOTOPbIN XPaHUT AaHHbIE N NPEeAOCTaBSAET UX U NPOYY NH(POPMALIUIO KOHEYHOMY
nosb3oBaTesnto. CepBep A0/KeH OblTb UHTErPUPOBaAH B CETb 3aKa34dnka, NO3TOMY B
HACTOSALLEM IOKYMEHTE ONMUCaHbl BCE Ba)KHble acMNeKThbl, KOTOPbIE 3aKa34MK JOJIKEH
NOArOTOBUTb M YTOYHUTb.

ONns ycnewHon yCcTaHOBKM KpaliHe Ba)KHO 3apaHee NoAroTOBUTb NMepeyncsieHHble
TpeboBaHus — Phenospex 3aBUCKT OT COAENCTBUS 3aKa3ymka. Mo3TomMy crnepyoline
TpeboBaHUs [O/KHbI ObITh BbIMOJIHEHbLI U MUCbMEHHO MOATBEPXXAEHbI 3aKa34MKOM He
nosaHee 4eM 3a 6 Hefenb A0 YCTaHOBKU. Ecnm TpeboBaHus He ByayT NnoaTBep KAEHbl NN
BbIMOJIHEHbI K MOMEHTY MpubbITUA crneunanncToB Phenospex Ha 06beKT, 3TO MOXeT
Bbl3BaTb CEPbE3HbIE OC/IOXKHEHMS B MpoLiecce yCTaHOBKK. XOTsA Phenospex npunoXunT Bce
yCuUnua ons npoBeneHns yCTaHOBKMW B CPOK M MO rpadurKy, OTCYTCTBME MHMOPMALIUN NN
HeBbINOJIHEHNE TpeboBaHWI AAHHOMO OKYMEHTa MOXKET MPUBECTU K MEPEHOCY UM OTMEHEe
ycTaHoBKMW. KpoMe Toro, nogaep>xka n o6cny>xmBaHne He MoryT 6biTb MpefoCcTaBJIeHbl,
ecnm TpeboBaHus K UT-MHDPaCTPYKType He BbiN BbINMOSHEHDI.
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3. BAPUAHTbI CETEBOUN APXUTEKTYPbI

B pamMKax OaHHOro 4oroBopa 3aka34yuk BHeAPSAEeT Ha CBOEM MpennpusasTuM COBPEMEHHbIN
N3MepuUTeNbHbIN NPpNbop. DTO Takxe NoTpebyeT nHTerpaunn B UT-apxnTekTypy 3aka3ymka.
MpuBenéHHan HUXKe anarpaMma UIJIICTPUPYET, Kakum obpa3som UT-nHppacTpyKTypa,
npenocTtasnsemas Phenospex, moxeT 6bITb MHTErpmpoBaHa B T-apXnUTeKTypy 3aKas4duka.
MN3MeHeHNa faHHbIX BapMaHTOB MOTyT MOB/IeYb AOMOJIHUTESIbHbIE pacxoabl A 3aKa34uKa.
[Ons KavyecTBeHHOro 06Ccny>XMBaHUsS CoO CTOPOHbI Phenospex Heobxoanmo, 4Tobbl Phenospex
nMena NOCTOAHHbLIN yAa/E€HHbIA AOCTYM K YCTPONCTBY A9 MOHUTOPUHIA U OKa3aHus
yOanéHHOM NMoadepXKK. ITO 03HAYAET, YTO ANA LUenen obCcnyXnmBaHus, 3anpoLLlEHHOro
3aKa34ymkoM, Phenospex MoXKeT rnepefaBaTb 3Ha4YMTeNbHbIe 06BEMBI faHHbIX MO
WHTEPHEeT-COeANHEHUNIO Yepes peryaspHble NHTepBasibl BpeMeHU. 18 3Ton ycayru OoJ>KeH
ObITb OTKPbLIT MOPT SSH 22 ncxonawmin (4oCTyn Yepes MeXXCeTeBOW 3KpaH A BXOAALLMX
rnopToB He TpebyeTcs).
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3. NETWORK ARCHITECTURE OPTIONS

With this contract the customer is introducing an advanced measurement instrument in their facilities. This
will also require integration into the customer’s IT architecture. The following diagram illustrates how the IT
infrastructure provided by Phenospex may be integrated into the customer’s IT architecture. Alterations of
these options may be charged additionally at the customer’s expenses. For a good service from Phenospey, it
is essential that Phenospex has permanent remote access to the device to monitor and offer remote support.
This means that for service purposes requested by the customer, Phenospex might transfer larger amounts of
data over the internet connection at regular intervals. The port that needs to be available for this service is

SSH port 22 outbound (no firewall access for incoming ports is required).
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3.1. BCTPOEHHbIN CEPBEP

Ons nopTaTUBHBIX N3OeNNIA, TaKUX Kak JIMHenKa NnpoaykTo. TraitFinder, yacTo
NCNOJIb3yeTCs BCTPOEHHbLIN cepBep. Takon cepBep MHTErpMpoBaH B LWKad) yrnpaBaeHUs
n3Oenns n Hanpsamyo CBsidaH € gat4dmkom Phenospex PlantEye.

3.1. Embedded Server

For portable products such as our TraitFinder product line often an embedded Server is used. This server is

then integrated in the control cabinet of the product and directly linked to the Phenospex PlantEye.

Phenospex SSH Server
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Depending on the number of optional components requested with the Phenospex TraitFinder system, it is very
important that the customer provides the appropriate number of Ethernet ports in the room where the system

will be used, as shown in the network sketch above.

In this setup, there is an additional connection via WiFi possible for the customer. The embedded server
contains a WiFi hotspot that allows the customer to connect when in range and access the HortControl
software directly. The WiFi network runs a local DHCP server and will provide the user with an IP address.

Due to limited link speed over the WiFi network, the preferred connection should be the wired ethernet

connection. The connection uses an RJ45 cable and requires a minimum link speed of 1Gbit/s. The system can

3

B 3aBMCMMOCTM OT KOSINYECTBA AOMNOJHUTENbHbIX KOMMNOHEHTOB, 3aKa3aHHbIX BMecTe C
cuctemon Phenospex TraitFinder, kpaiHe Ba)HO, 4T0ObI 3aKa34mMk obecne4ynn Heobxoanmoe
Konm4yecTBo NopToB Ethernet B momeweHnn, raoe 6yaeT ncnosb3oBaTbCA CUCTEMA, KakK
MokKa3aHoO Ha NpMBEOEHHON BblLLE CETEBON CXEME.

B naHHOW KOHUrypaumm Ans 3aKa3ymka Tak>Ke BO3MOXKHO LOMOJSIHUTEsIbHOE MOAKI/IIYEeHMe
yepe3 Wi-Fi. BcTpoeHHbI cepBep copepxunT To4ky goctyna Wi-Fi, koTopas no3sonsaeTt
3aKa34uKy NoAKJIYaTbCSA, HAX0A4ACh B 30HE AENCTBUA CETU, N HANPsMYLo Noslyv4aTb OOCTYM
K nporpammHoMy obecneyeHunto HortControl. CeTb Wi-Fi ncnonb3yeTt nokanbHbIN
DHCP-cepBep 1 npepocTasnseT nosib3oBaTesnto IP-agpec.
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MN3-3a orpaHMYeHHON CKOPOCTK coeamnHeHmnsa no cetn Wi-Fi npegnoyTuTenbHbIM LOXKHO
6bITb NpoBoaHoe Ethernet-coeanHeHmne. CoeanHeHme BbiNnoNHAeTCA kabenem RJ45 n TpebyeT
MUHUMaNIbHOW CKopoCcTu cBs3n 1 Féut/c. Cuctema MoxxeT BbITb HacTpoeHa Kak kKnvueHT DHCP
nnbo co cTaTmn4eckum IP-agpecom (MOpsAOK HacTponKK IP-agpeca CM. B pyKOBOACTBE Mo
HortControl). Ecnu ceTb ponyckaeT multicast DNS, nHtepdgenc HortControl 6yneTt noctyneH
Mo CBOEMY MMeHU xocTa. ObpaTnTe BHUMaHME, YTO NOJIb30BaTENO HEOOXOANMO 3HATb
IP-apgpec nmbo nmeTb NMA XOCTa, KOTOPOE pa3pellaeTcs JokalbHbiM DNS-cepBepom, ang
[0CTyna K cucteMe. 3aka3zyumk ob6a3aH obecnednTb ncxosauiee SSH-coeanHeHne 4yepes nopTt
22 Yyepes CBOW MexXceTeBoM 3kpaH. Cuctema byaeT NogKIOYaTbCsA K HalleMy yaaNéHHOMY
cepBepy ra.phenospex.com (nnu K peszepsHoMy cepBepy fp.phenospex.com). Ecam gaHHoe
coegunHeHne HeJoCTyNHo, Phenospex He CMOXXeT OKa3biBaTb KaKylo-n1Mbo nognepxxky
cucteme (nogpobHee cm. pasnen 5).

B kKayecTBe onuum cuctema MoXeT UcrnosibzoBaTb NFS-cepBep C TOYKOM MOHTUPOBAHUS,
npenocTaB/leHHON 3aKa34MKoM, B KA4YeCTBE BHELLIHEro XpaHWnLLA A8 KOMMPOBaHUS
ncxopHbix 3D-AaHHbIX (NogpobHee cM. pa3saen 4).
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4. BHELLUHEE XPAHUJIMLWWLE OAHHBbIX

[daHHble, cobupaemble yCTPOMCTBOM Phenospex, XpaHATCA Ha BHYTPEHHEM XXECTKOM Aucke
ycTponcTBa. Korga AnCK 3anosiHaeTcs, cobpaHHble AaHHble MO YMOYaHUIO LUKIINYECKMN
rnepe3anucbiBatloTCA N0 MPUHLUMY «NepPBbIM MPULWEN — nepBbiM ywén» (FIFO). Takum
obpa3omMm, Korga AOCTYMNHOro MecTa Ha AMCKe CTaHOBUTCH HEAO0CTaTOYHO AJ189 COXPaHEeHMUS
HOBbIX OaHHbIX, CaMble CTapble OOCTYMNHble AaHHble Ha yCcTponcTBe 6yayT 6e3B03BpPaTHO
yaaneHsbl, 4Tobbl 0cBO60ONTH MECTO A1 HOBbIX. B 0bLieM ciyyae 3To 03Ha4YaeT, 4To
cobpaHHble 3D-hannbl 6yayT yaaneHsl B ciyvae cuctembl Ha 6ase PlantEye. JaHHble 13
6a3bl AaHHbIX HE YAANSATCA HU NPU KaknX o6CTosSTeNbCTBax.

Ons yBenmyeHus obbEMa xpaHeHUs Phenospex MoXeT MOAKII0UYNTL YAANEHHBIA cepBep
XPaHEeHUs OaHHbIX 3aKa34vmKa. ECnn 3aka3ymk npefocTaBAseT BHELIHEE XpaHUINLLE, OHO
MOXXeT 6bITb [06aBNEHO K HalleMy yCTPONCTBY 4Yepe3 BHYTPEHHIOK CEeTb 3aKa3yunKa, Kak
ecnu 6bl 0HO BbI10 YacTbio caMoro ycTporcTsa. Phenospex nognepxusaeT cienyowme ase
TEXHOJIOrUN A5 PeLUeHNs 3TOW 3a4a4u:

x NFS — Network File System (ceTeBas cannoBas cuctema)
X CIFS — Common Internet File System 6e3 nHTerpauumn c Active Directory

NFS aBnseTca cTaH4ApPTOM LOCTYMa K XPaHWIINLLY Ha YOasIéHHbIX MalUMHaX npu
ncnonb3oBaHuK Linux. CIFS 6onee n3egecteH nof HasBaHueM «ceTeBble pecypcbl Windows»
(Windows Networking). Ha Hawwux ycTponctBax CIFS peann3oBaH Yyepes nporpaMmMHbIi
nakeT Samba, KOTOpPbIN MO3BOASET KOMMNbOTEPaM Linux ncrnosb3oBaTh yAal€HHOe
xpaHunnumwe Windows. B 060ou1x cy4asix OTBETCTBEHHOCTb 3a KOPPEKTHOCTb
nMpenocTaB/IeHHbIX TEXHUYECKNX OaHHbIX 019 HACTPOMKN, a TakXe 3a npefocTaBieHmne
Phenospex npas 3annMcy Ha 3TOT pecypc, HECET 3aKa34yuk. Kpome Toro, coeguHeHue oT
yCcTponcTBa Phenospex 00 NepBOro y3sa B CETU 3aKa3lyMKka peanmsyeTca no kabento LAN co
CKOPOCTbtO HEe MeHee 1 buT/c. OTBETCTBEHHOCTb 3@ KOPPEKTHYI0 paboTy BHELLHEro
XpaHWUAWLLA, AOCTAaTOYHbIM 06 bEM XpaHEHMUS, pe3epBHOE KoNpoBaHne, 6e30MacHOCTb U
CBSI3HOCTb HECET 3aKa34uK. Phenospex pekomeHOyeT nogk/oyaTb anoBbI CEPBEpP Yepes
MBI pna 3awntbl 0T c6oeB 31eKTPONUTaHUS.

TpeboBaHus k cepsepy NFS/CIFS:

X CKOpOCTb YTeHus/3anucu: 125 Mb/c (1 F'éuT/c)
x CeTeBa#d 3ajepxKa: < 1 McC

X CtabunbHoe coeguHeHne, OOCTYNHOCTb 24/7

ObpaTnTe BHMMaHMe, 4TO AaHHbIN NoAX04 haKTUYeCKU npencrtaBnseT cobon BHeLLIHee
XpaHunuie ans ncxonHolx (RAW) naHHbIx. Takum obpasoM, ncxoaHble RAW-gaHHble 6yoyT
XPaHUTLCA TONILKO Ha BHewHeM xpaHunauwe. HortControl npegnonaraet, 4T0
pacnosioXeHune pansioB He U3MEHSAETCS, U, CsiefoBaTeNbHO, hansibl OCTAKTCA OOCTYMHbLIMU
B MCXOAHOM PacrosioXXeHun s noBTopHon obpaboTkm nnmn susyanmsauum B HortControl.
Ecnn pannbl nepemelleHbl, yaanaeHbl UK nepenMeHoBaHbl, NoBTopHas obpaboTka nam
Bu3yanmsauma RAW-gaHHbIX B HortControl cTaHeT HEBO3MOXXKHOMN.
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5. VAANEHHOE NOAKJIIOYEHUE

Onsa obecnevyeHns yganéHHOM NOAOEPXKKN BCE HALLUN CUCTEMbI MO YMOYAHWIO
noakKJto4yaTCca K cepBepam Phenospex no npotokosy SSH (Secure Shell). SSH
aBTOMaTUYECKM YCTaHaB/MBAET 3alUNPPOBaAHHOE CoegNHEHNE C HalWUMK CcepBepamMm cpasy
rmocJsie BKJAOYeHNs yCcTponcTBa. SSH obecneymBaeT 3aluUTy U KOHPNOEHLMANbHOCTb BCEN
CBA3UN MeAy YCTPOMCTBOM 3aKa3yuMKa U HawmMmy cepsepaMun. CrneumnanncTbl Cy>KObi
noanep>xkm Phenospex noagknaw4atoTcsa K ToMy e SSH-cepsepy. CepBep 3aTeM CO30aéT
TYHHesNb OT KOMMblOTEpa cneymaancTa Nogaep)xkm K cepsepy Phenospex.

5. RemoTte CONNECTION

To provide remote support, all our systems by default connect to our Phenospex servers via SSH (Secure Shell). SSH
sets up an encrypted connection to our servers automatically as soon as our device is powered up. SSH makes sure
that all communication between a customer device and our servers is secured and remains confidential. The
Phenospex service agents connect to the same SSH server. The server then creates a tunnel from the service agent
computer to the Phenospex server.

Phenospex SSH Server
ra.phenospex.com

Phenospex Service Engineer

Reverse $SH Tunnel

Oulguing connection
aver internet
S$SH Port 22

Customer Network

Client Firewall
Etfjemet RJ45 connection

DHCP o staic IP

Phencspex System

% Server

ples

Phenos,

<

Phenospex Internal Subnet
Custorner Subnet

The communication entails but is not limited to:
x  Logging in to the customer device by authorized Phenospex employees to offer support
x  Transfer 3D data if needed for support
x  Transferring software updates to the device and securely executing the software

x  IT Administration of Phenospex devices in customer network

O6bMeH gaHHbIMKW BKJIHOYAET, MOMUMO npo4yero:
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X Bxop Ha yCTPOMCTBO 3aKa34yMKa YyrMoJIHOMOYEHHbIMU COTPYAHUKaMn Phenospex ans
OKa3aHWs noanep xKu

x Mepenadvy 3D-AaHHbIX NPU HEOOXOAUMOCTU A8 OKa3aHUSA MoAOEPIKKK

X Mepenayy obHoOBEHNI NMPOrpaMMHOro obecneyeHns Ha yCTPONCTBO 1 X Be3sonacHoe
BbIMOJIHEHME

X NT-agAMUHNCTPUpPOBaHME YCTPOMCTB Phenospex B ceTu 3aKa3yunka
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Takum 06pa3oMm, BCe HalUK COeANHEHUS 3allnLLeHbl. MoaKNoYeHne K yCTPONCTBaM
3aKa34uka 6e3 aBTopmsauum Yyepes cepBepbl Phenospex HeBo3MoXXHO. 15 paboTbl SSH
HeobxoauMo, 4Tobbl CETb 3aKa34MKa pa3peLlasa HaleMy YyCTPONCTBY NOAK/IYaTbCS K
cepBepaM Phenospex. MHble TEXHOIOMUK MO YMOJIHaHMIO He noaaep»xueatoTcs. OHU MoryT
ObITb peannM30BaHbl MHAMBUAYANIbHO U HE BXOAAT B CTaHAAPTHOE KOMMepYeckoe
npeanoxeHne. ®akTopbl LLeHoO6pa3oBaHNS — 3TO BpeMs, HeobxoanuMoe Oaa HaCTPONKM
TaKoOro coeguHeHus, NonoaHUTeNbHoe obopynoBaHue, Heobxoamnmoe ANns obecnevyeHns
paboTbl coeANHEHNS B paMKaxX NMOMUTUKK 6e30MacHOCTU AaHHbIX Phenospex, a Takxe
[OMOJSIHUTENIbHbIE YEeJIOBEKO-4acChl, 3aTpayeHHble Ha noaaep>xky. Phenospex He HeCéT
OTBETCTBEHHOCTM 3a NOAAEPXKKY, paboToCcnoco6HOCTh YCTpolicTBa, 6€30MacHOCTb UK
KOHMUAEHLUNANBLHOCTb MPU UCMOIb30BAHUN UHOW TEXHOMOr MM, KpoMe SSH.

Phenospex go/kKHa MMeTb BO3MOXXHOCTb YCTAaHOBUTb MOCTosAHHOE (stateful) coeanHeHnne
yepes nopT 22 K:

ra.phenospex.com (IP-agpec 87.215.111.145)

Ecnn ynanéHHble cepBepbl BK/IKOYaOTCA B 6e/bll CMNCOK MEe)XXCeTEeBOro 3KpaHa,
pekoMeHayeTcs ucnosib3osaTb DNS-nmMsA BMecTo uKCcMpoBaHHOro IP-agpeca, NOCKOJIbKY
IP-appeca B byayLiem MOryT U3MeHUTbCS.

6. CMELNOUNKALNA ®OPMATA ®ANJIOB
OAAHHbIX

Cnepgywowme dansibl GOPMUPYIOTCA HALMMKU YCTPOUCTBaAMU:

3D-paHHble (RAW), dbannbl Stanford .ply, 6uHapHbIA bopmaT
Cucrtema PlantEye E)xenHeBHbIN gamn 6a3bl AaHHbIX PostgreSQL B TeKCTOBOM
opmaTe SQL

dannbl .CSV Mo Ka>XAO0MYy 3KCNEPUMEHTY, pa3aennTteslb —

Cuctema DroughtSpotter .
TOYKa C 3anATon

CcucreMa KJIMMaTU4YeCKuXx ®dansibl .CSV N0 KaXKO0MY dKCMEPUMEHTY, pa3fenntenb —
DaTYUKOB TOYKA C 3anATon

dannbl .csv € napameTpamu, obpaboTaHHble thannbl .ply,

PHENA 6uHapHbIA hopmaT

7. DOCTYIN K CUCTEME

Mo ymonyaHuto cnctemsl Phenospex PlantEye nocTaBnastoTCA npengBapuTesibHO
HaCTPOEHHbIMN TaknuM 06pasoM, 4TO 3aKa3lyuMK Nosy4vaeT AOCTyn K:

@ Beb-nHTepdency onsa co3gaHna n OCTaHOBKU 3KCMEPMMEHTOB
@ HTepdgency Bbibopa, aHanM3a 1 3arpysku daHHbIX

® [ocTtyny K obpaboTaHHbIM 3D-harinam, NCrNonb3yeMblM A5 pacy€Ta NapamMeTpoB
pacTeHuin

Cneu,yrou_u/le MOopPThbl UCMOJIb3YHOTCA KJIMEHTOM OJ1A BHYTPEHHEro AO0CTYyMNa K CNCTEME!

@ MopT 80 — nHTepdenc HortControl
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@ MopT 1612 — API PlantEye
@ MNopT 6988 — BrAPI

TPEBOBAHWNA K UT-NH®PACTPYKTYPE | TraitFinder

12



PHENOSPEX

8. TPEBYEMASA KOHOUTYPAUNA UT

CeTeBble paHHble

IP-agpec:

Macka noaceTtu:

LLnto3:

DNS-cepsep:

Ucxopawmn SSH-nopT 22 poctyneH gns
Phenospex

Ha / Het

Ecniu HeT: yKaXkute UHou cnocob ypanéHHoro
noaKsMIO4YEeHUA

PesepBHOe KonupoBaHue NFS

BHellHee ceTeBOE XpaHUAMLLE
(NnpepocTaBnseTcs 3aka3ymkom): la / HeT

Bpaysep, OOCTYNHbIA HAa KOMNblOTEpPax
KOHeYHbIX NnoJsib30oBaTesiei

O Chrome

[0 Opyron (orpaHnyYeHHas nogaepxka)

9. KOHTAKTHAA NH®OPMALUUA UT-OTAEJNA

3AKA34YUNKA

Nma n hammnnns
ALpec 3/1eKTPOHHOM NOYThI
Homep TenedoHa

Moonuckb

Moaonncae gaHHbIM AOKYMEHT, 9 NOATBEP>KAAl0, 4TO 03HAKOMUACA(-aCb) 1 cornaceH(-Ha) c

TpeboBaHUAMUN K UT-UHPPACTPYKTYpPE, N3N0XKEHHBIMU B HACTOSILLLEM AOKYMeHTe. 4
NoHMMato, 4To HecobnoaeHne AaHHbIX TpeboBaHMIN MOXKET NPUBECTU K 3a4epXXKaM Uiun

OOMOJIHNTEJIbHBIM pacXodaM Mo rnpoekTy.
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